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Abstract
Information Security often works in antipathy to access and useability in communities of older citizens. Whilst
security features are required to prevent the disclosure of information, some security tools have a deleterious
effect upon users, resulting in insecure practices. Security becomes unfit for purpose where users prefer to
abandon applications and online benefits in favour of non-digital authentication and verification requirements.
For some, the ability to read letters and symbols from a distorted image is a decidedly more difficult task than for
others, and the resulting level of security from CAPTCHA tests is not consistent from person to person. This
paper discusses the changing paradigm regarding second tier applications where non-essential benefits are
forgone in order to avoid the frustration, uncertainty and humiliation of repeated failed attempts to access online
software by means of CAPTCHA.
Keywords
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INTRODUCTION
The visual and audible tests known commercially as ‘Completely Automated Public Turing tests to tell
Computers and Humans Apart’ (CAPTCHA) are ubiquitous across online activities where there is a need to
filter out automated scripts and bots. The general public associate them as tests for the presence of human
interplay (Pope and Kaur, 2005). Within the broad range of such tests there are some CAPTCHA tests that seem
decidedly harder to successfully complete than others. Senior citizens make decisions about their own online
interactions based upon needs and wants (Gatto, and Tak, 2008; Cook, Szewcyzk, and Sansurooah, 2011). This
paper highlights an important difference between difficult CAPTCHA tests, user-friendly tests, and their
associated acceptance or rejection based more upon user needs, than the needs of information security standards
(Fidas, Voyiatzis, and Avouris, 2011; Datta, Li, and Wang, 2005)
Inconsistent ease of CAPTCHA use
The use of CAPTCHA as a Turing test designed to confirm human interaction has been described as patchy and
intermittent (Yan and El Ahmad, 2008; Hernandez-Castro and Ribagorda, 2010). The advent of bots and scripts
that replicate human user activities has brought about an increasing need for vigilance in establishing user access
by humans rather than automated (Schlaikjer, 2007). However some CAPTCHA images seem easy, whilst others
are vastly more difficult to ascertain with certainty. Despite these irregular and sporadic results, information
security protocols such as CAPTCHA have been seen as a widely used method of testing for the presence of
human interaction (Pope and Kaur, 2005; Shirali-Shahreza and Shirali-Shahreza, 2008; Conway, 2014).
CAPTCHA tests are generally difficult for bots to deceive, and reasonably straightforward for most people to
use (Biljani and Robertson, 2014). However, the need for visual (and in some cases audible) interaction places
many older people at a disadvantage (Nazir, Javed, Khan, Khayam, and Li, 2011). In the first instance senior
citizens are more likely to suffer from some form of visual impairment than younger people, since eyesight and
hearing degenerate over time (Klein, Peto, Bird, and Vannewkirk, 2004; Gordon-Salant, 2005). On the basis of a
cohort of seniors that is growing in size and longevity of age (Keating and Wetle, 2008), the need to satisfy older
people’s user experiences means that some non-essential online services can suffer from user rejection
(Holzinger, Searle, and Nischelwitzer, 2007; Jonsson, Nass and Lee, 2004). CAPTCHA is an exemplar of an
authentication tool that disadvantages the elderly, and may lead to dissatisfaction, uncertainty, and ultimately the
rejection of non-essential online services.
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Hypothesis
In researching the security and usability aspects of CAPTCHA it was understood that elderly people held
perceptions about their own acceptance (and rejection) of online technologies where usage-choices were
influenced by necessity (Friemel, 2014). The research proposition was based on the possibility that commercial
organisations engaged in mimicking the need for security. The following null hypotheses were formulated for
this research.
a.

There is no discernible difference between the individual CAPTCHA tests used in critical online
services and the CAPTCHA tests used in non-essential online services such as loyalty cards.

b.

People with age-related impairments such as vision and hearing impairments do not accept or reject the
security of their access to technology on the basis of user-friendliness.

Method
To test for CAPTCHA usability we analysed the security and user-friendliness of 32 loyalty cards and loyaltybased online services. Our research focused on access for private and personal information. Not all of the test
sample used CAPTCHA. Eighteen percent (18%) of loyalty cards used CAPTCHA in addition to other elements
as part of a multi factor authentication approach. Twelve percent (12%) had no CAPTCHA but required users to
physically present the loyalty card or its number as proof of identity and authenticity.
The use of loyalty cards and loyalty services tests for the combined need for security and user-friendliness within
a continuous, dynamic commercial setting. It requires the repeat usage of CAPTCHA tests rather than once-only
scenarios that are not as representative of the commercial imperatives that affect security choices.
The Development and acceptance of CAPTCHA
CAPTCHA is a Turing test (Shirali-Shahreza and Shirali-Shahreza, 2008), that protects against the development
of Artificial Intelligence (AI) and assists in distinguishing humans from automated scripts (Goswami, Powell,
Vatsa, Singh, and Moore, 2014; Tangmanee and Sujarit-Apirak, 2013). Alan Turing developed the original
model to distinguish between man and machine (Guerra-Pujol, 2012). Initial tests attempted to convince human
judges of the humanness of a computational interaction (Fig. 1). Thus if a computer’s interaction could not be
distinguished from human interaction, then that computer was judged to have a high level of human-like
intelligence (Epstein, Roberts, and Beber, 2008).

Figure 1. Standard CAPTCHA text-based test set against a noisy background.
A CAPTCHA trial is premised upon a test which most humans can pass but that current computer programs
cannot pass. The normative versions of this test is a trial that exhibits textual images in the form of distorted text
or audible samples which are superimposed against a noisy background. Such background noise increases the
difficulty for the automated attempts but is not designed to overly limit the attempts by humans (Yan, 2009). In
this way each test incorporates a Turing test embedded in the trial to verify the existence of human interaction
(Ibid). The test therefore requires both a challenge to the user and a response (Moradi and Keyvanpour, 2015)
(Fig. 2). CAPTCHA is accepted as a near-ubiquitous, accepted standard in security technology (Yan and El
Ahmad, 2008).
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Figure 2. The Challenge and Response test of CAPTCHA
The Gap between Security and User Friendliness
Security and useability jostle for superiority in online programs and applications. Whilst compromises are made,
there is an expectation that security will not budge from the need to maintain a secure system (Fidas, et al.,
2011). The result is that user-friendliness defers to security wherever there is a high level critical need (Fig. 3).
Examples of online applications include financial apps, medical information programs, and wherever the privacy
of the information is of concern. Other applications that have commercial appeal but are less-essential have a
greater emphasis on user-friendliness than security (Karunathilake, Balasuriya, and Ragel, 2009). A useable
CAPTCHA must be both human friendly, yet also possess enough robust characteristics to deter would-be
attackers from writing and deploying automated scripts (Yan and El Ahmad, 2008; Fidas et al., 2011).

Figure 3. The Usability Continuum for security and user-friendliness
The User-Friendliness of CAPTCHA for certain groups
In their research about the widespread usability of CAPTCHA, Kluever and Zanibbi (2009) identified the critical
properties for CAPTCHA. The most challenging is that the CAPTCHA test must be user friendly. However,
user-friendliness is a highly subjective term (Charness and Boot, 2009), and there are numerous measurements
for user friendliness (Shirali-Shahreza and Shirali-Shahreza, 2008). Ambiguity surrounds studies that compare
usage with usability, since in cases where users feel obligated or mandated, their usage does not equate to userfriendliness (Kim, Ferrin and Rao, 2008; Vance, Elie-Dit-Cosaque, and Straub, 2008; King, Ureel, Kumar, and
Wallace, 2013). Certain segments have difficulty with normative CAPTCHA tests, including elderly people
(King et al., 2013). Elderly people experience greater levels of visual and auditory degeneration (Millward,
2003; de Koning and Gelderblom, 2006). Since CAPTCHA is a test of humanness based upon visual and audio
acknowledgements, the degree of user-friendliness for the elderly becomes significant (ANPEA, 2008). Seniors
demonstrate indecision in securing essential activities that require a high level of digital security (Ibid).
Accessibility problems and the commercial need for alternative CAPTCHAs for older people
Organisations pursuing the online interest of older persons need to address a range of age-related accessibility
issues (Charness and Boot, 2009). Websites selling commodities like travel and event tickets or services like
web-based email and blogs use CAPTCHA to protect themselves from bots (Jenjarrussakul and Matsuura,
2014). Although used to prevent bot access, the CAPTCHA test is problematic for users who are blind, visually
impaired or dyslexic (Conway, 2014). Given the number of elderly people with vision impairment, CAPTCHA
poses a challenge for ICT systems that require human authentication. Emerging security and privacy protection
methods have created more accessibility barriers for visually impaired users (Sauer, Holman, Lazar, Hoccheiser
& Feng, 2010). Systems that ‘time-out’ pose a challenge for persons with vision impairment who need time to
interpret a CAPTCHA (Ibid).
In contrast to security protection, commercial organisations prefer to attract customers, by focusing on the user
experience (Gao, Wang, Fan, Qi, and Liu, 2014). The online loyalty habits of elderly people are instructive in
understanding different CAPTCHAs. In visual CAPTCHAs humans can take advantage of context to guess an
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obscured character within a word. This explains why most visual-based CAPTCHA has moved away from
random sequences of characters in favor of complete words (Pope and Khushpreet, 2005). This allows humans
to recognize contextual clues in order to solve CAPTCHA tests (Schlaikjer, 2007). Whilst some new CAPTCHA
tests place primary focus on issues of robustness (Gao et al., 2014), recent changes make CAPTCHAs appear
more usable as evidenced by Google’s amended No-Captcha Re-Captcha tests (Ndibwile, Govardhan, Okada,
and Kadobayashi, 2015). These tests use multiple pictures of up to ten objects requiring a test to check human
ability to select images of similar themes (Fig. 4). The No-Captcha Re-Captchas are popular because they are
easy to solve and the picture background forms the inherent background noise of the test (Google, 2014)

Figure 4. Google’s amended No-Captcha Re-Captcha test

CRITICAL AUTHENTICATION VERSUS SECONDARY EXPECTATIONS
CAPTCHA in primary and secondary roles
Whilst CAPTCHA is a common test to filter bots, it is subject to criticism from attacks that have defeated the
test (Yan and El Ahmad, 2008; Bilge, Strufe, Balzarotti and Kirda, 2009). As a result CAPTCHA tests are
morphing to suit two different levels of expectation. At a higher level they are used in combination with other
multi-factor elements to protect critical and essential access to online services (Goswami, Powell, Vatsa, Singh,
and Noore, 2014; Moradit and Keyvanpour, 2015: Pope and Khushpreet, 2005). At a secondary level they are
simplified to discourage bots whilst maximising the repeated engagement of people in things such as loyalty
cards that provide free coffees, free popcorn at movies or shopping rewards (Hassanat, 2014).
Other secondary expectations include preventing anonymous postings on public websites, job listing sites, online
voting polls, and the prevention of fake advertisements (Hernandez-Castro and Ribagorda, 2010; Nitin, Arora,
Patel, Medury, Naval, Gupta, and Sarin, 2010). They prevent bots from signing up multiple accounts (Abbasi,
Kalsoom, and Ziaddin, 2012). CAPTCHA can mitigate against dictionary attacks on online password systems
by blocking a password after a certain number of login attempts (Moradi and Keyvanpour, 2015).
Technology Acceptance / Rejection
CAPTCHA can be viewed through two different lenses. Through a high-level security lens, the emphasis is on a
no-compromise approach where a CAPTCHA test must sustain the highest probability of passing only humans,
with the chance of a bot gaining access being extremely remote. Such a view might prevent access to one or two
humans if it meant there was a higher level of security against automated scripts. Through a user-friendly lens,
the emphasis might be focused upon maximum user acceptance, with some level of bot prevention, albeit
deficient.
At the secondary level, issues of accessibility trump security. Solving distorted characters is problematic for
visually-impaired users (Tangmanee and Sujarit-Apriak, 2013). Changing to audio CAPTCHAs is inadequate
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both in security terms (Bursztein, Bethard, Fabry, Mitchell, and Jurafsky, 2010), and because many visuallyimpaired come from the ranks of elderly people who become both partially blind and deaf from aging
(Dammeyer, 2014; Norberg, Westin, Mozelius, and Wiklund, 2014). Businesses vending non-essential services
such as loyalty cards have a difficult choice. If the test is too hard for users then customers are discouraged from
availing themselves of the service (US Fed News, 2008). Such businesses choose an easier version of
CAPTCHA with correspondingly increased vulnerabilities (Grigoryeva, Shubinskiy, and Mayorova, 2014; Yan
and El Ahmad, 2008).
Harder CAPTCHAs will mistakenly castoff some seniors as machines (Baird, Moll, and Wang, 2005: Zhu, Yan,
Guanbo, Maowei, and Ning, 2014), whilst some seniors will evaluate criticality and may not be bothered to
solve it (Jakobsson, 2012). Widespread use of CAPTCHAs for non-critical programs makes elderly and disabled
people perceive the test a preventer instead of enabler (Conway, 2014; Yan and El Ahmad, 2008). User
experiences are perceived in negative terms: “When I get a CAPTCHA that is too bent or twisted, I often have to
do it twice. More than that I just leave, and give up on the site” (Onwudebelu, Fasola, Obi, & Alaba, 2010,
p117). Some low resource services ignore accessibility and instead concentrate on maximising profits across
younger customer segments (Yamaguchi, Nakata, Watanabe, Okamoto, & Kikuchi, 2014; McAdara-Berkowitz,
2014). Some CAPTCHAs are unreadable, and present a damaging experience to users with impairments (May,
2005; Sauer, Holman, Lazar, Hochheiser, & Feng, 2010)

RESULTS
The results of thirty two essential and non-essential loyalty-based cards and services were analysed to determine
the type of CAPTCHAs used in terms of user-friendliness, criticality of service, and the addition of further
authentication. From this set eighteen of them were further examined to establish the user experience from the
perspective of visual impairment, likely user success, and type of service. The analysis showed that there was a
marked difference between the type of authentication offered for access to essential online services than to most
non-essential services.
Classifying CAPTCHAs into categories of ease
At first glance the classification of CAPTCHA appears highly subjective. This study categorised CAPTCHA
tests into three categories of easy, medium, and difficult based upon four clear conditions. The first condition
was to assess the background noise (whether visual or audible) to establish whether the noise was separate to the
required object, interacted with the required object, or dominated the CAPTCHA. The second criteria assessed
whether the objects were well known, not commonly used, randomly assigned objects. For example, a word such
as “free” would be considered well known, a word such as “diurnal” would come under the category of not
commonly used, and an assignment of characters such as E#p9z! would fall under the category of random. The
third category looked for distortions in the representation of the object. Clear images or crisp sounds would be
classed as easy, objects with one form of distortion would be medium, whilst objects with multiple distortions
would be categorised as difficult. The final condition examined the physical size of the CAPTCHA (or the
standard volume level in the case of audio CAPTCHAs). Those tests that were less than 30mm in width on an
A4 template were classed as difficult. Those that were between 30mm and 60mm were classed as medium,
whilst those larger than 60mm in width were treated as easy. All the conditions carried the same weighting for
the purpose of classification.
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Table 1. Essential versus Non-Essential Authentication using CAPTCHA
Since loyalty cards and services are designed to generate return business on the basis of reward, it was assumed
that major acceptance criteria for CAPTCHA deployment would be to retain a user-friendly experience. The
results show that CAPTCHA tests fall into five different categories (Table. 1). At the highest level of security
15% of the CAPTCHAs were difficult, and were also deployed in combination with additional Multi Factor
Authentication (MFA). A further 17% of CAPTCHAs were difficult, but did not deploy alongside other MFA
authentication tests. In the midrange of difficulty only 8% of authentication testing fell into a medium level. At
the lower level of security 25% of loyalty cards had CAPTCHAs that were classified as easy. The remaining
35% of loyalty cards and services relied upon Google Re-Captcha as the standard test for human authentication.
This last group were assigned a separate classification because although the Google Re-Captchas were all
classified as easy, they were substantially lower (easier) than other CAPTCHA tests that registered in the same
classification
Where a loyalty card was attached to a financial instrument the overriding trend revealed a difficult CAPTCHA
test in combination with a range of other authentication tests and challenges. In such circumstances the results
show that banking loyalty services retain security as a no-compromise value to the organisation. If users find the
CAPTCHA tests hard, then this is a customer opportunity that is willingly forgone in favour of preserving the
higher level of information security.
At the next level of security, the results indicated that essential utility services such as public transport cards had
a somewhat difficult CAPTCHA level which often incorporated other multi-factor verifications including
secondary email verifications and physical presentation of cards. Whilst not quite as difficult as the CAPTCHA
tests used for banking and financial instruments, these essential services jointly fell into a category of critical
needs that covered banking and transport.
In the mid-level of security, the analysis showed hotel loyalty programs and high-volume coffee cards where the
CAPTCHA tests were of a medium level of difficulty. Below that the results showed supermarket behemoths
Coles and Woolworths, both of whom had either low-level CAPTCHA tests in place or the need for a physical
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presentation of a loyalty card in place of a CAPTCHA test. The results revealed loyalty programs requiring
physical presentation of a card because previous use of CAPTCHA had prevented many customers from
accessing the loyalty service. Cinema loyalty cards fell into the category below this, with easy CAPTCHA tests
and physical loyalty cards in use.
In the category of the least essential loyalty service the CAPTCHA tests were dominated by an easier test using
Google No-Captcha Re-Captcha. These miscellaneous non-essential loyalty cards had a lower emphasis upon
information security that appeared to be secondary to the preference for a very user-friendly CAPTCHA test.
CAPTCHA for Dummies: reCAPTCHA and perceptions versus reality
The results point to a commercial trend for CAPTCHA tests assigned to non-essential loyalty programs to give
users the perception of security whilst also showing a high level of user-friendliness. It suggests that the userexperience of successfully completing a CAPTCHA may be more important than establishing a clear
differentiation between a human and bot (Fig. 5). In particular the Google No-Captcha Re-Captcha images
regularly allowed test subjects to select some, but not exclusively all of the correct images, whilst still being
granted access to an online loyalty-based system or service. The analysis of Google Re-Captcha tests showed
nearly one in three attempts would allow a user to select a group of common images, yet allow that user to make
mistakes about the selection by including one non-common image, whilst still gaining admittance to the next
level of system access. The use of easily solvable tests places into question the commitment to information
security by low-level non-essential services that might be tempted to gather larger volumes of personal and
private customer information whilst neglecting to allocate the same level of security as a loyalty service that
combines the captured privacy information and uses that information alongside a core financial instrument such
as a credit card.

Figure 5. CAPTCHA segmentation across the Useability Continuum
The danger of widespread rejection and other interactions for CAPTCHA
The Seniors cohort includes longer living people who are generationally displaced as novice ICT users, with
mixed approaches to the acceptance and usage of technology (Yiwei, Bob, & Robert, 2013). Technologies like
CAPTCHA can become an agent of exclusion for the elderly (Gregor, Sloan, & Newell, 2005). Due to the
difficulty some seniors face in attempting to solve a CAPTCHA, many prefer to abandon online services that are
non-essential (Yiwei et al., 2013). As a result of unsuccessful CAPTCHA experiences, they exhibit negative
feelings as frustration and mistrust (Tak & Gatto, 2008; Maddison and Jeske, 2014; Roberts, Indermaur, &
Spiranovic, 2013).

CONCLUSION
We conclude that there are different levels of CAPTCHA that are used, and that these differences fall into
essential and non-essential categories as perceived by the user. This study analysed CAPTCHA tests belonging
to loyalty cards and services. At the critical end of the spectrum, we either identified difficult CAPTCHA tests or
financial systems that used multi factor authentication systems instead of CAPTCHA tests. At the non-essential
end of the usage spectrum, we identified a much more simplified range of CAPTCHA tests. These non-essential
services looked to have employed easier tests in order to retain the commercial imperative of market share,
whilst purporting to offer a high level of information security to protect the interests of its users. With reference
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to our first hypothesis we conclude that there is indeed a discernible difference between the types of CAPTCHA
tests used in critical and non-essential online loyalty programs, especially with a financial instrument such as a
credit card.
We speculate that some seniors are wary of non-critical online systems where the CAPTCHA tests were so easy
that security appeared to be less important than the inclusion of a larger number of customers. Seniors, whilst
finding authentication systems for critical systems to be more difficult, are more likely to persist where the
system access outweighed the need for user-friendliness. This study used previous acceptance literature to
overlay the perceptions of seniors against likely differentiation towards the use or abandonment of online
services requiring CAPTCHA authentication. Whilst the analysis is not conclusive, the emerging trend towards
easier forms of CAPTCHA tests indicates a market shift towards perceived rather than explicitly robust forms of
human authenticity distinctions. Future research will examine a larger sample that will include rejecters of
technology who show brand loyalty yet choose physical systems over online loyalty programs. Most loyalty
cards fall into a second tier category of ICT services that ask for private information but are far less critical to
users than first tier services such as banking, health and government utilities.
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